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The Ethics of Cell Phone Advertising

[Abstract] Cell phone advertising has become familiar to subscribers. Due to its
accuracy (personality), interaction and efficiency, cell phone advertising is entirely
different from traditional mass media. It has both benefits and defects. This paper lists
some of its apparent ethic problems including privacy offenses, abundant junk messages,
deception and incompleteness of the advertising model. Each problem will be given some
instructions and examples. Then there are solutions aimed at reducing or even eliminating
above-mentioned problems. The article suggests several solutions on 4 aspects. Each
aspect starts from 5 roles in the industry: the government, the information providers, the
operators, and the subscribers. With the cooperation and self-control of every member in
the industry chain, cell phone advertising will have a prosperous future and positive ethic
effect on the whole society.

[ Key words] ethic, cell phone advertising, privacy offenses, junk messages, deception,
advertising model, database marketing
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1. Introduction

According to the statistics, till December, 2008, the scale of cell phone users in China
has reached to 641,230,000. Almost every two Chinese has a cell phone in hand. With the
continuous regeneration and development of mobile communication technology,
especially after the Chinese government has issued 3G licenses, cell phone has become a
new medium that transmits codes, information and feelings, rather than just a
communicating device.

The germination and growth of cell phone advertising emerge in response to the
proper condition. Predicted by professional marketing research institutions, wireless
advertising will get into a booming stage in the next 5 years. A report coming from the
InformaTelecoms&Media Market Research Company says the cell phone advertising
income will reach 11,350 million dollars in 2011 in the worldwide. Cell phone advertising
may hopefully become a gigantic invisible income source of mobile operators. The report
also explains that cell phone advertising income mostly comes from SMS and MMS.

However, as every coin has two sides, cell phone advertising isn’t perfect in every
respect.

A piece of news from CRI on 18th, March, 2009 says: China Mobile vows to fully
investigate junk messages. China Mobile, one of China's leading telecom operators, has
ordered all its branches to conduct thorough investigation into the mass spam messages to
protect subscribers' private information. The telecom giant declared that those from
Shandong and Hainan branches involved in the spam messages scandal would be severely
punished, after China Central Television, CCTV, revealed that some China Mobile
branches in Shandong had utilized automated bulk SMS-sending devices to send junk
messages for profits and sold subscribers' private information to third parties.

Such ethic problems aren’t rare. Junk messages just harass people, but deception
advertising can be lethal. Even though in some countries and regions, these behaviors
against social values are prohibited by law, ethic problems in cell phone advertising are
inevitable due to the ambiguous line between moral and law, as well as regional cultural
customs, social habits, economic development and differences in national systems. In

particular, at this booming time of cell phone advertising, customers are the victims who
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lack ethics, because a lot of supervision methods and the whole structure of the industry

chain are not advanced and the spread of technology is also greatly restricted.

Take the whole advertising industry chain for example, if there is a divergence of the
goal or a conflict of interests, those members who are in critical positions cannot form an
efficient work team. Their co-operation must be very fragile and vulnerable. In end the
entire industrial chain will be disrupted. If it is ethic problems that cause demise of the
existing advertising model, the mobile business in the future will be confronted with full
of difficulties and reverses.

Improving these problems requires long-term practice and effort. The suggestions
given in this article are based on limited information. There is much left out and neglected
on account of difficulties in data collection and data arrangement, so further research will

be continued.

2. The definition

The explosion of new technologies in the decade has affected advertising
considerably. According to the definition of William F. Arens in his book “Essentials of
Temporary Advertising”, advertising is the structured and composed communication of
information, usually paid for and persuasive in nature, about products (goods, services,
and ideas) by identified sponsors through various media. Therefore, we can easily come to
the conclusion. Here, cell phone advertising refers to such advertisement that reaches to its
target audience through the channel—cell phone.

Thus, what’s cell phone advertising ethics? However, no one can give the exact
definition of ethic. When determining the ethical nature of a given advertising, at least 3
factors should be taken into account: social effects, desire and belief. That can be
described with 3 questions. What are its actual effects on individuals and the society as a

whole? What is its real attempt? Is the content truthful?

3. Main characters

As a new medium, cell phone has its unique features, overturning people’s cognition

of traditional mass media. Here are the main characters of cell phone advertising:
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(1) Accuracy/ Personality

The spread of cell phone advertising is unlimited to time and space. The subscriber
can receive advertisings whenever and wherever possible. Advertisers provide
predesignated advertisement on the basis of different demand of different people. Cell
phone is an appropriate way to develop “precision marketing”. In contrast to catering to
the masses, cell phone is aimed at its target audience. On one hand, the advertiser releases
its promotion information via mobile communication net and finds out which customers
have consumption capability through their feedback. On the other hand, the customers can
greatly reduce the searching cost by just looking at the dainty screen.

(2) Interaction

Cell phone enables the advertiser and the customer to communicate with each other
bilaterally. Subscriber can choose whether to receive the ad and even can decide the time,
place, form, content and frequency of receiving the ad. Cell phone advertising connects
the advertiser with its target audience tightly. It is obviously beneficial to transmitting
information abundantly, and thus advertisers can easily adjust their spreading strategies
until every customer is totally satisfied.

(2) Efficiency

The coverage of wireless signal is vast and valid. As long as we can make mobile
calls, we can receive cell phone advertisings. What is more, cell phone advertising can
reach to its audience just right to the point. For example, when you are approaching to a
shopping mall, you may get a piece of cell phone advertising, reminding you that the
commodities in the shop are sold at a discount. No matter you really need to buy
something or just are persuaded by the promotion, the result is that you probably go and

see and finally make a deal.

4. The ethic problems

Despite all sorts of advantages of cell phone advertising, it is still faced with a series

of ethic problems:
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4.1 Privacy offenses

Cell phone is a privacy container. Every phone number should not be used
indiscriminately without the subscriber’s permit. Before advertisers concentrated on their
target consumers, others who aren’t interested in their information are compelled to
receive the unwelcomed ads. It seems quite necessary to the advertisesment company but
unfair to some consumers.

At present, the SMS has become a common means for advertisers and other
malicious people to harass ordinary customers. This communication means is easily be
used as a front for cheating and extra illegal charging.

In America, where telecommunication technology has been widely applied, cell
phones play an even more essential role. Through sending messages some political
organizations collect votes, banks inform account surplus, tourism firms provide flight
numbers and schools let parents know their children’s performance. Once the information
is revealed, the subscriber’s privacy is exposed to uncertain environment that often results
in economic and psychic loss.

Ryan Williams, 27 years old from Washington, said that he often received such
offensive messages he didn’t care. Some persuaded him to download ringtones, while
others offered pay sports or financial news. Some even linked cell phones to suspicious
website automatically. Subscriber can only send an SMS back to stop the service.

Therefore, whether the service is used or not, one has to pay for the cancellation message.

4.2 Abundant junk messages

After having received junk messages, if you want to find out that who on earth
constantly harass people, you may be confronted with a series of difficult problems such
as where to lodge complaints and how to get to the law. If the messages are disregarded
totally, they’ll keep arriving at your cell phone. On the contrast, you will become a passive
recipient of the useless junk messages if checking your phone, but if you are fed up with
constantly checking it, you may miss important information. Anyway subscribers get
trapped in a dilemma and don’t know how to deal with such embarrassing situation.

A research from Tengxun about “junk messages” on 2008 World Telecommunication

6
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Day shows that, among the participant 210 million people, up to 99.36% have received

junk messages. 71.03% of them thought the junk messages affect their lives gravely, while
77.25% felt the junk messages extremely troublesome. Here is the frequency of receiving

junk messages coming from Tengxun:

W 15.28%

032. 71% B0.02%

07.42% Oreceive more than 5 everyday
Breceive 3-4 everyday
Oreceive 1-2 everyday
Oreceive 1 every 3 days

W 15. 14% Breceive 1 every week

Oothers

0 29. 43%
Fig. 1:The frequency of receiving junk messages

What’s more, managing the junk messages is a long-range and arduous job.

Firstly, the law lags behind. The point-to-point message belongs to individual

communication, protected by law, thus the telecommunications enterprise has no right to
monitor.

Secondly, technology is difficult to keep away. The illegal messages conceal deeply.

The cross-region propagation, complicated investigation and variety of sending frequency
make it sophisticated to keep secure.

Thirdly, the demand for every consumer differs. If the message gives someone

valuable information, it suits him all right. On the contrary, it is rubbish if someone finds it
useless.

Lastly, the multidisciplinary coordinates inconsistently. The short message involves

wide aspects including technology, economy, civil rights and social value judgment.
Therefore, we need to ally ourselves with multi-administrative department like public
security, industry and commerce, culture and telecommunication, and work together
within their respective official duty and adopt active measures carrying out a

comprehensive governing.
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4.3 Deception

In our national Advertisement Law, the Article IV of Chapter | states: "The
advertising shall not contain false contents, shall not deceive or mislead consumers."

However, the cell phone advertising is undergoing a crisis of confidence.

“What fears and worries do you have on cell phone advertising?” An investigation
conducted by Dr. Rao Pei Lun from industrial engineering department of Tsing Hua
University has found out some unexpected results. 43% people think they are traced all
day along; 60% people think their individual privacy may be infringed upon by
commercial information; above 80% consumers think there are too many messages
clogging up mobile phones and many of them lack of consequence.

There’re 3 main characters about the cell phone advertising deception:

(1) The criminal methods are new and advertising content diversifies, deceptive and

confusing.

Criminal suspects transmit highly deceptive languages to the vast numbers of mobile
phone users through mass-sending devices. Those traps are false messages ranging from
"cell phone numbers winning" to "prize-winning lottery", and even the information on
"selling College Entrance Examination questions™ is provided. Cell phone advertisings are
more and more tempting that people can not resist. There’re even some people making a
reckless move to pose as banks, public security organs and financial sectors to carry out
fraud.

(2) The crime can acquire high reward with low cost.

Cell phone advertising deception generally requires applying for a SIM card. The
main instrument of crime--mass-sending devices cost tens of dollars. A palm-size
mass-sending device, a computer and several cell phones can become criminal tools. By
virtue of this means, even if only one thousandth, ten thousandth has been cheated, it’ll
bring criminal suspects huge "profits". The "low-cost, high-reward" way is the reason why
such crimes spread nationwide rapidly.

(3) The deception is rapid, destructive and harmful.

The criminals send messages to mass uncertain multitude. Therefore, in existing

deception cases, victims are numerous, spreading all over the whole country. The impact
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has extensive violations and great dangers as well. Among the victims crowd are the

workers, peasants, intellectuals, cadres and ordinary residents. The aggrieved people
spread extensively, which has resulted in enormous economic losses.

Up to now, the deception of cell phone advertising has an emergence of new patterns.
"We can copy your SIM card professionally (without the original card), to receive other's
message and the call-tapping, and there is no other cell phone privacy, to have other’s cell
phone at your wholly control.” This is the recent complaints that more than 4000 users
report to the website-www.12321.cn in February 2009. The dissemination of such

information caused much anxiety.
4.4 Incompleteness of the advertising model

Here is the model of cell phone advertising operating system:

Profit
CP > oP Information
i
Cost L\ / \/\ Content/Service
romotion
Information
Cost Cell

Phone
User

vy

Advertiser/
Enterprise Product/Service

v

Fig. 2: Cell phone advertising operating system

On the surface, sending valueless cell phone advertising is a kind of commercial
behaviors driven by interests but regardless of social moral. There is a more deep-seated
contradiction hidden behind the industrial development in deep analysis. On one hand, cell
phone advertising has a huge market demand; On the other hand, the telecom value-added
industry predominated by operators is severely lagged, thus making the market demand
can not be satisfied through normal channels and reasonable guide.

Mobile operators strictly control the advertising content, access and charging
methods basically, and it’s only the operators that have the technologies and rights to tell
the subscriber’s location. Therefore, operators play a critical role on value-added services

including cell phone advertising. However, because the operators are conservative in
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promoting WAP advertising in newly value-added services, a lot of service providers (SP)
and content providers (CP) could not achieve through the new business development.
They are forced to make a living by sending advertising messages. Illegal messages
become more and more. Irregularities of SP and CP also continue to emerge.

At the time of 3G, the advertising model determines whether the direct effect of
advertising is good or bad. With the maturing of technology, applications and cell phone
advertising industry chain, people make the information flow, capital flow and logistics
flow together through cell phones only. Cell phone advertising will be combined with
mobile business, and even the logistics, finance, trade and other industries will also be
included when it developed. Such a large system should be under the control of a
comprehensive regulation, making all members beneficial. Otherwise, once a certain error
in the system appears, it will bring an unimaginable loss to the other components in the

system.

5. Solutions

There are several solutions aimed at dealing with these ethical problems:
5.1 The Government

(1) Establishing relevant laws

Speaking of junk message remediation, government and operators are making
ongoing efforts. In recent years, many cancellations of SP value-added services frequently
emerge. Judging from the actual results, however, it seems that all kinds of initiatives
could not treat problems from origin. One of the most important factors is the loss of
related regulations and policies.

Hence, even though the rubbish advertisings have long attracted the relevant
department’s attention, the fact that legal gaps still exist cannot do anything to help.
Because there are no legal regulations in the circumstances, government authorities and
operators have no rights refusing to provide access to the SP and cut off the channel.

Compared with other countries and regions, specific legislation is an effective means

of dealing with offensive advertisings. The British Government has proclaimed a specific

10
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legislation in 2003, regarding sending rubbish information as a criminal behavior. In 2004,

Japan formulated and promulgated the "Regulations on Special business transactions law"
and "specific e-mail law", conducting operators and SPs’ acts; The United States Federal
Communications Commission developed regulations, requiring that advertisers must
obtain the recipient's permission before the issue of commercial and other promotional
advertisings. This shows that it is more scientific and effective to keep consumer’s rights
by means of law.

This year, the CPPCC member Zhang Xiaomei drew up a proposal on “governing
junk message legislatively”. She suggested the operators design a reasonable supervisory
procedure to give the recipients fairness, protecting the rights and interests of cell phone
users effectively. Another CPPCC member, China Mobile chairman Wang Jianzhou also
said that China Mobile opposed junk messages firmly. Because they’re against the
interests of consumers, a good regulatory system should be the first of all to affect a
radical cure on junk messages. Technical means are the second step. "

(2) Aggravating punishment

Now that sending cell phone advertisings is to make money, it should begin with this
respect. We can use the experience of other countries for reference. For instance, in the
United States, the Federal Trade Commission offered cell phone registrations. After the
login, if someone infringes on ordinary people, the Federal Trade Commission will impose
a few hundred or even ten thousand dollars fine, which is very useful. Germany and Korea
government claimed in 2003 and 2004 respectively, that only after the users’ approval can
the advertisers provide marketing services via SMS, telephone and e-mail, etc. Sending
pornographic information will be prosecuted for criminal responsibility and imposed a
huge sum of fines.

From these effective measures, we can find that each unwelcomed advertising could
be in fact described as "a piece of paper tickets," which gives the advertisers enough of a
deterrent. Especially in current situation that legislation hasn’t been achieved, we should
strictly carry out a typical case, setting an example for future management. When the

revenue of rubbish advertising is higher than the cost, it may automatically disappear.

11
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5.2 The Information providers (Message Source)

(1) The enterprises or the advertisers must implement database marketing.

Within the changing market environment, enterprises must transform to
customer-centric business from product-centric model. Cell phone advertisings provide an
excellent way to contact with target audience. In order to avoid moral problems,
enterprises should set up database according to the feedback from customers, and then
implement database marketing.

The key to database marketing is to master the customers’ behavior, characteristics
and willingness. Advertisers must fully understand the effect and status of all sectors in
contacts with subscribers. For the sake of fulfilling ethical responsibilities and avoid
consuming too much resource when look for the source of purchase, advertiser must adopt
database marketing. The more data, the more in depth enterprise know their customers.

The database can be set up according to the different reflection of customers.
Through a long-term communication and data analysis, we can be acquainted with each
customer's consuming psychology and behavior. When it is time to make a decision, the
information from the database will enhance its accuracy based on the exact demand on
consumers. At the same time, a correct decision can promote the database to expand and
improve.

The following is a simple model showing how database marketing works:

Database Information

Making
Decisions

Market feed back

Fig. 3: The process of database marketing

This means of marketing strategy helps build up customers’ loyalty and does not
bother the irrelevant public simultaneously. With regard to advertisers, it is a smart choice
with high return deferring to social values. Marketing efficiency has been heightened to

the most.

12
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(2) Every information provider in the industry has to comply with the principle of good

faith.
Abiding by high ethic level not only is their social responsibility, but also can make
abundant profits to themselves. This is a matrix showing kinds of choices when

considering the ethic and profit:

High profit Low profit
High ethical level Perfect choice Force choice
Low ethical level Risky and fault choice Foolish choice

Fig. 1: The matrix of choice between ethic and profit

Although the advertising is a commercial behavior, if we neglect ethics, it will lead to
adverse social and economic consequences. There is no doubt that ethics and profits have
a shifting relationship.

In terms of the ideal state, we should be looking for solutions that high ethic and high
margin exist simultaneously. This status isn’t necessarily existed or only gets apparent
after a period of time, but such behavior should be encouraged. Faced with varieties of
stress, advertisers have to take the ethical and moral factors into account when making
marketing decisions, which is challenging, but also laudable.

As an advertiser complied with ethic, they will concern and enhance people's welfare
through its behavior. As a moral person, it is quite imperative to consider ethical problems

in making advertisings.
5.3 The Operators (Message Channel)

(1) As a telecommunication channel provider, Basic operator should assume the

corresponding and social responsibility incumbently.

Due to the principle of responsibility in accordance with access, the operators should
check the cooperative unit or mobile users in advance before access, manage the message
fees, receive and investigate complaints of users, and cooperate with appropriate
authorities to deal with the junk messages verified offensive. These duties must be

reinforced.

13
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First of all, they should organize a comprehensive reform in 4 prominent social

problems including industrial ports, SP-induced, junk messages and point-to-point type of
ads.

Secondly, they should modify internal management loopholes, setting up a sound
efficient mass-message management system.

At last, they should regard this job as an important political mission and productive
mission, linking the performance assessment together to implement all requirements of the
Ministry of Industry and Information Technology.

(2) The present 3 operators should also strengthen cooperation.

Every local communications authority should organize the native operators to
develop a network easy for operators’ mutual cooperation. They must make further efforts
to define the processing program, especially the process-time.

For one thing, the supervision department will strengthen supervision management.
For another, the operators must build a full coverage system taking the overall net into
account.

China Mobile has set up a national blacklist database of violated customers. As soon
as a company goes against ethic, it’ll be put on the blacklist and forbidden to re-access to
other operators. The operator will issue warning nationwide at the same time. In addition,
the basic operators are also active in carrying out problems such as standardizing
commercial advertising, subscriber information security management and providing
software and hardware products for the users to reject unwanted messages. Some mobile
terminal manufacturers are providing some prefabricated service to resist trash message

harassment.

5.4 The Subscribers (Message Receiver)

(1) Every subscriber should strengthen self-protection awareness.

When a user receives an ad which obviously has fraudulent tendencies, not familiar
or gives some awards, it is wise for him or her to not return the message or call back. In

this way, subscribers may avoid some losses.

14
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Therefore, our users must be on the alert and do not let out cell phone numbers in a
shopping mall or other public places as well as informal institutions. Pay attention to your
privacy at every moment!

(2) The subscribers should timely report and complain.

In order to make it convenient for customers to feed back their views to the
government authorities in a timely manner, each operator is demanded to set up
complaints admissible platform in accordance with the requirements of maintaining
regular order. Users can reflect their problems through various channels and methods,
including telephone, SMS, Internet, e-mail, Web, software and other ways to report
complaints.

If a China mobile user receives junk message, he or she can forward it to 10086999
or dial 10086 to report. If a China Unicom user receives junk message, he or she can
forward it to 10010 to report complaints. Both are completely free. China telecom also has
service hotline 10000. At present, every operator has specially-assigned person to deal
with such complaints. If a user is not satisfied with what the operator did, he or she can
directly contact with the Ministry of Industry and Information Technology. There is a

complaint platform with the number 12321.

6. Conclusion

Although there’re still a lot of ethic problems and challenges, it can not deny that cell
phone advertisings would become the favorite of today. Especially at the dawn of 3G
times, cell phone advertisings that once suffered from complaints from users and
advertisers will be re-access to new vitality. The boundaries between advertising and
information service will be blurred, and the content of ads will be various. The new
database marketing way will replace the traditional mass and the Push mode as well.

Of course, entrepreneurs must note the advantages and disadvantages of cell phone
advertisings. Members in the whole industry chain determined in the pursuit of high
profits should assume to bear their own moral and ethical responsibilities. Only in this

way can a healthy, sustainable and dynamic industry continue.

15
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Appendix:

The General Structure

Privacy offences — Abundant junk messages

Message
source

vertising model

Message
channel

The subscribers

* Self-protection
« Timely complaint

Message
receiver

The cell phone ad
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